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DETAILED ACTION 

This Office Action is responsive to Applicant's Amendment filed on June 29, 2007. 
Claims 5, 1 1 and 7 have been cancelled. Claims 1, 7 and 13 have been amended. Applicant 
newly adds claims 19-24. Claims 1-4, 6-10, 12-16 and 18 are presented for further examination. 
Claims 19-24 are also presented for examination. 

Claim Rejections '35 use §103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

2. Claims 1-4, 6-10, 12-16 and 18-24 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Nielsen (U.S. Pat. No.6,453,327) in view of Rounthwaite et al (hereinafter, 
"Rounthwaite", U.S. Pub. No. 2004/01771 10) and in fiirther view of McCormick et al 
(hereinafter, "McCormick", U.S. Pat. No. 6,421 ,709). 

As per claim 1, Nielsen discloses a method, comprising: 

• receiving a plurality of reports from a community of users (col. 7, lines 62-67; Nielsen 
discloses receiving a junk mail reports from a members within a trusted group), each 
report identifying an email message as spam or not spam (col. 7, lines 47-63; Nielsen 
discloses a each member of the trusted group receiving a putative junk mail message 
and sending a junk mail report that classifies the message as junk e-mail); and 
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• determining if the email message is spam based on a number of the reports received from 

the community of users (col. 9, lines 20-35 and col 13, lines 6-16; Nielsen discloses a 
trusted group server which maintains records of information relating to putative and 
junk mail. If the value of the number of trusted group reporting field exceeds a 
specified value the putative junk mail is considered to be junk mail). 
Although, Nielsen discloses members of a trusted group sending junk mail reports to a 
trusted server. However, Nielsen does not explicitly disclose: 

• a trust factor associated with each user. 

Rounthwaite discloses a feedback loop for spam prevention system and method tat facilitate 
classifying items in connection with spam prevention in server and/or client based architectures 
comprising: 

• a trust factor associated with each user (paragraph 0035, lines 1 -9 and paragraph 0085; 
Rounthwaite discloses a trust level for each user to determine the user trustworthiness 
when classifying messages as spam or not). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time was 
made to modify Nielsen by incorporating or implementing a trust level for each trusted in 
member within the trusted group in order to determine the user trustworthiness for the purpose of 
classifying email message for spam prevention. 

Nielsen in view of Rounthwaite discloses the invention substantially as claims discussed 
above. 

However, Nielsen in view of Rounthwaite does not explicitly disclose: 

• at least one signature based on a content of the email message. 
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McCormick discloses a system and method of filtering junk e-mails comprising: 

• at least one signature based on a content of the email message (coL 1 1, lines 1-20; 
McCormick discloses generating a signature for the message based on the header and 
the body of the message). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Nielsen in view of Rounthwaite by generating a signature for a 
message that is compared with other message signatures in order to determine whether or not the 
message is junk thus allowing unwanted email messages to be discarded. 

As per claim 2, Nielsen fiirther discloses: 

• maintaining a database of email messages determined as being spam (col. 9, lines 8-35; 
Nielsen discloses maintaining databases in the trusted user's client computer and in the 
trusted group's server relating to junk e-mail). 

As per claim 3, Nielsen further discloses: 

• providing notifications to the community of users of email messages stored in the 
database and determined as being spam (col. 7, lines 50-67, col. 8, lines 1-3 and col. 13, 
lines 6-16; Nielsen discloses sending junk mail warning messages to the members in 
the trusted group regarding messages in the database that are considered to be junk 
mail). 

As per claim 4, Nielsen discloses: 

• wherein each notification is in response to a request received from a user in the 

community for an indication on whether an identified message is spam (coL 7, lines 7, 
lines 50-67, col. 8, lines 1-3 and col. 13, lines 6-16; Nielsen discloses receiving junk 
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mail report from members within a trusted group in which the report indicates if a 
message is spam. After determining if the message is spam, the trusted group server 
sends a junk mail warning messages to the members in the trusted group regarding 
messages in the database that are considered to be junk mail). 
As per claim 6, Nielsen discloses the claimed invention substantially as claims discussed 
above. 

However, Nielsen does not explicitly disclose: 

• wherein the trust factor is based on an indication of how accurately previous reports sent 

by the user identified email messages as spam. 
Rounthwaite discloses a feedback loop for spam prevention system and method tat facilitate 
classifying items in connection with spam prevention in server and/or client based architectures 
comprising: 

• wherein the trust factor is based on an indication of how accurately previous reports sent 
by the user identified email messages as spam (paragraph 0035, lines 1-9 and paragraph 
0085; Rounthwaite discloses a trust level for each user to determine the user 
trustworthiness when classifying messages as spam or not based on analyzing the 
number of contradictions, the number of changed minds, etc.). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time was 
made to modify Nielsen by incorporating or implementing a trust level for each trusted in 
member within the trusted group in order to determine the user trustworthiness for the purpose of 
classifying email message for spam prevention. 

As per claim 7, Nielsen discloses a server, comprising: 
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• a processor (col. 7, lines 4-7); and 

• a memory coupled to the processor, the memory storing instructions which when 
executed by the processor cause the processor to perform a method (col. 7, lines 4-17), 
comprising: 

• receiving a plurality of reports from a community of users (col. 7, lines 62-67; Nielsen 
discloses receiving a junk mail reports from a members within a trusted group), each 
report identifying an email message as spam or not spam (col. 7, lines 47-63; Nielsen 
discloses a each member of the trusted group receiving a putative junk mail message . 
and sending a junk mail report that classifies the message as junk e-mail); and 

• determining if the email message is spam based on a number of the reports received from 
the community of users(col. 9, lines 20-35 and col. 13, Hnes 6-16; Nielsen discloses a 
trusted group server which maintains records of information relating to putative and 
junk mail. If the value of the number of trusted group reporting field exceeds a 
specified value the putative junk mail is considered to be junk mail). 

Although, Nielsen discloses members of a trusted group sending junk mail reports to a 
trusted server. However, Nielsen does not explicitly disclose: 

• a trust factor associated with each user. 

Rounthwaite discloses a feedback loop for spam prevention system and method tat facilitate 
classifying items in connection with spam prevention in server and/or client based architectures 
comprising: 
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• a trust factor associated with each user (paragraph 0035, lines 1-9 and paragraph 0085; 
Rounthwaite discloses a trust level for each user to determine the user trustworthiness 
when classifying messages as spam or not). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time was 
made to modify Nielsen by incorporating or implementing a trust level for each trusted in 
member within the trusted group in order to determine the user trustworthiness for the purpose of 
classifying email message for spam prevention. 

Nielsen in view of Rounthwaite discloses the invention substantially as claims discussed 
above. 

However, Nielsen in view of Rounthwaite does not explicitly disclose: 

• at least one signature based on a content of the email message. 
McCormick discloses a system and method of filtering junk e-mails comprising: 

• at least one signature based on a content of the email message (col. 1 1 lines 1 -20; 
McCormick discloses generating a signature for the message based on the header and 
the body of the message). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Nielsen in view of Rounthwaite by generating a signature for a 
message that is compared with other message signatures in order to determine whether or not the 
message is junk thus allowing unwanted email messages to be discarded. 

As per claim 8, Nielsen discloses: 

• wherein the method further comprises maintaining a database of email messages 
determined as being spam (col. 9, lines 8-35; Nielsen discloses maintaining databases 
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in the trusted user's client computer and in the trusted group's server relating to junk e- 
mail). 

As per claim 9, Nielsen further discloses: 

• providing notifications to the community of users of email messages stored in the 
database and determined as being spam (col. 7, lines 50-67, col. 8, lines 1-3 and col. 13, 
lines 6-16; Nielsen discloses sending junk mail warning messages to the members in 
the trusted group regarding messages in the database that are considered to be junk 
mail). 

As per claim 10, Nielsen discloses: 

• wherein each notification is in response to a request received from a user in the 
community for an indication on whether an identified message is spam (col. 7, lines 7, 
lines 50-67, col. 8, lines 1-3 and col. 13, lines 6-16; Nielsen discloses receiving junk 
mail report from members within a trusted group in which the report indicates if a 
message is spam. After determining if the message is spam, the trusted group server 
sends a junk mail warning messages to the members in the trusted group regarding 
messages in the database that are considered to be junk mail). 

As per claim 12, Nielsen discloses the claimed invention substantially as^claims discussed 
above. 

However, Nielsen does not explicitly disclose: 

• wherein the trust factor is based on an indication of how accurately previous reports sent 

by the user identified email messages as spam. 
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Rounthwaite discloses a feedback loop for spam prevention system and method tat facilitate 
classifying items in connection with spam prevention in server and/or client based architectures 
comprising: 

• wherein the trust factor is based on an indication of how accurately previous reports sent 
by the user identified email messages as spam (paragraph 0035, lines 1-9 and paragraph 
0085; Rounthwaite discloses a trust level for each user to determine the user 
trustworthiness when classifying messages as spam or not based on analyzing the 
number of contradictions, the number of changed minds, etc.). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time was 
made to modify Nielsen by incorporating or implementing a trust level for each trusted in 
member within the trusted group in order to determine the user trustworthiness .for the purpose of 
classifying email message for spam prevention. 

As per claim 13, Nielsen discloses a computer-readable medium having stored thereon a 
sequence of instructions which when executed by a computer, cause the computer to perform a 
method comprising: 

• receiving a plurality of reports from a community of users (col. 7, lines 62-67; 
Nielsen discloses receiving a junk mail reports from a members within a trusted 
group), each report identifying an email message as spam or not spam (col. 7, lines 47- 
63; Nielsen discloses a each member of the trusted group receiving a putative junk 
mail message and sending a junk mail report that classifies the message as junk e- 
mail); and 
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• determining if the email message is spam based on a number of the reports received from 

the community of users(col. 9, lines 20-35 and col. 13, lines 6-16; Nielsen discloses a 
trusted group server which maintains records of information relating to putative and 
junk mail. If the value of the number of trusted group reporting field exceeds a 
specified value the putative junk mail is considered to be junk mail). 
Although, Nielsen discloses members of a trusted group sending junk mail reports to a 
trusted server. However, Nielsen does not explicitly disclose: 

• a trust factor associated with each user. 

Rounthwaite discloses a feedback loop for spam prevention system and method tat facilitate 
classifying items in connection with spam prevention in server and/or client based architectures 
comprising: 

• a trust factor associated with each user (paragraph 0035, lines 1-9 and paragraph 0085; 
Rounthwaite discloses a trust level for each user to determine the user trustworthiness 
when classifying messages as spam or not). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time was 
made to modify Nielsen by incorporating or implementing a trust level for each trusted in 
member within the trusted group in order to determine the user trustworthiness for the purpose of 
classifying email message for spam prevention. 

Nielsen in view of Rounthwaite discloses the invention substantially as claims discussed 
above. 

However, Nielsen in view of Rounthwaite does not explicitly disclose: 

• at least one signature based on a content of the email message. 
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McCormick discloses a system and method of filtering junk e-mails comprising: 

• at least one signature based on a content of the email message (col. 11, lines 1-20; 
McCormick discloses generating a signature for the message based on the header and 
the body of the message). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Nielsen in view of Rounthwaite by generating a signature for a 
message that is compared with other message signatures in order to determine whether or not the 
message is junk thus allowing unwanted email messages to be discarded. 

As per claim 14, Nielsen further discloses: 

• maintaining a database of email messages determined as being spam (col. 9, lines 8-35; 
Nielsen discloses maintaining databases in the trusted user's client computer and in the 
trusted group's server relating to junk e-mail). 

As per claim 15, Nielsen further discloses: 

• providing notifications to the community of users of email messages stored in the 
database and determined as being spam (col. 7, lines 50-67, col. 8, lines 1-3 and col. 13, 
lines 6-16; Nielsen discloses sending junk mail warning messages to the members in 
the trusted group regarding messages in the database that are considered to be junk 
mail). 

As per claim 16, Nielsen discloses: 

• wherein each notification is in response to a request received from a user in the 
community for an indication on whether an identified message is spam (col. 7, lines 7, 
lines 50-67, col. 8, lines 1-3 and col. 13, lines 6-16; Nielsen discloses receiving junk 
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mail report from members within a trusted group in which the report indicates if a 
message is spam. After determining if the message is spam, the trusted group server 
sends a junk mail warning messages to the members in the trusted group regarding 
messages in the database that are considered to be junk mail). 
As per claim 18, Nielsen discloses the claimed invention substantially as claims discussed 
above. 

However, Nielsen does not explicitly disclose: 

• wherein the trust factor is based on an indication of how accurately previous reports sent 

by the user identified email messages as spam. 
Rounthwaite discloses a feedback loop for spam prevention system and method tat facilitate 
classifying items in connection with spam prevention in server and/or client based architectures 
comprising: 

• wherein the trust factor is based on an indication of how accurately previous reports sent 
by the user identified email messages as spam (paragraph 0035, lines 1-9 and paragraph 
0085; Rounthwaite discloses a trust level for each user to determine the user 
trustworthiness when classifying messages as spani or not based on analyzing the 
number of contradictions, the number of changed minds, etc.). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time was 
made to modify Nielsen by incorporating or implementing a trust level for each trusted in 
member within the trusted group in order to determine the user trustworthiness for the purpose of 
classifying email message for spam prevention. 
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As per claims 19, 21 and 23, Nielsen in view of Rounthwaite discloses the invention 
substantially as claims discussed above. 

However, Nielsen in view of Rounthwaite does not explicitly disclose: 

• wherein at least one signature comprises a hash calculated based on the content of the 
email message. 

McCormick discloses a system and method of filtering junk e-mails comprising: 

• wherein at least one signature comprises a hash calculated based on the content of the 
email message (col. 1 1, lines 32-52; McCormick discloses the message signature is a 
type of hashing function). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Nielsen in view of Rounthwaite by incorporating or implementing 
a message signature with a hashing function in order to calculate a matching function on 
messages to generate the likelihood that the messages are equal thus allowing unwanted email 
messages to be discarded. 

As per claims 20, 22 and 24, Nielsen in view of Rounthwaite discloses the invention 
substantially as claims discussed above. 

However, Nielsen in view of Rounthwaite does not explicitly disclose: 

• using the at least one signature as a key to store the email message in the database if the 
message is determined to be spam. 

McCormick discloses a system and method of filtering junk e-mails comprising: 
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• wherein at least one signature comprises a hash calculated based on the content of the 
email message (col. 1 1, lines 1-20; McCormick discloses generating a signature for the 
message based on the header and the body of the message). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Nielsen in view of Rounthwaite by generating a signature for a 
message that is compared with other message signatures in order to determine whether or not the 
message is junk thus allowing unwanted email messages to be discarded. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-4, 6-10, 12-16 and 18-24 have been 
considered but are moot in view of the new ground(s) of rejection. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to LaShonda T. Jacobs whose telephone number is 571-272-4004. 
The examiner can normally be reached on 8:30 A.M.-5:00 P.M.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on 571-272-4001. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business Center 
(EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786-9199 (IN USA OR 
CANADA) or 571-272-1000. 


LaShonda T Jacobs 

Examiner 
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July 13,2007 



